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Abstract

Storing and maintaining electronic Protected Health Information 
(ePHI) has associated risks: theft of records, databases held to 
ransom, fines imposed after a data breach and subsequent patient 
litigation. 

Current technical solutions for ePHI access control are outside the 
budget of smaller healthcare entities, and require high-level technical 
expertise for their deployment.

This paper presents a novel approach to ePHI access control, built 
on a technical solution that is both economical to deploy, and can be 
managed by outsourced IT staff. 

The technical solution is therefore appropriate for small and medium 
size healthcare entities that must deploy ePHI access control but are 
constrained by a limited budget. This presentation summarizes the 
HIPAA requirements for ePHI access control and describes the weak 
points where vulnerabilities might exist for ePHI attacks. 

The methodology employed to develop an economical technical 
solution is described. The technical solution can be deployed by any 
smaller covered entity, from a physician or dental office, to a clinic or 
hospital. The deployment procedure and subsequent management of 
the technical solution is described.



PART 1: 
HIPAA RULES OVERVIEW

PART 2:
SECURITY STANDARDS: 
TECHNICAL SAFEGUARDS
Technical Implementation of the 
HIPAA Security Rule



HIPAA RULES OVERVIEW

1

2

3

4

Introduction

Security and Privacy

Risk Assessment and Data Breach

Attempted Intrusion 

5 Supporting Documents

PART 1: 



Health Insurance Portability and Accountability Act (HIPAA)

Title II of HIPAA, known as the Administrative Simplification (AS) provisions, requires the 
establishment of national standards for electronic health care transactions and national identifiers for 
providers, health insurance plans, and employers.

Title I of HIPAA regulates the availability and breadth of group health plans and certain individual 
health insurance policies. It amended the Employee Retirement Income Security Act, the Public 
Health Service Act, and the Internal Revenue Code.



Health Insurance Portability and Accountability Act (HIPAA)

Title II of HIPAA defines policies, procedures and guidelines for maintaining the privacy and security of 
individually identifiable health information,  and sets civil and criminal penalties for violations. Title II also 
required the Department of Health and Human Services (HHS) to draft rules that would improve the efficiency 
of the health care system by creating standards for the use and dissemination of health care information

The Privacy Rule regulates the use and disclosure of Protected Health Information (PHI) held by 
"covered entities" (health insurers, medical service providers, etc.)

The Transactions and Code Sets Rule simplifies health care transactions by requiring all health plans 
to engage in health care transactions in a standardized way

The Security Rule deals specifically with Electronic Protected Health Information (ePHI) and lays out 
three types of security safeguards required for compliance: administrative, physical, and technical

The Unique Identifiers Rule (National Provider Identifier: NPI) requires that all covered entities using 
electronic communications (e.g., physicians, hospitals, health insurance companies) must use a 
single new NPI 

The Enforcement Rule sets civil money penalties for violating HIPAA rules and establishes 
procedures for investigations and hearings regarding HIPAA violations



Health Information Technology for Economic and Clinical Health Act 
(HITECH) 

Subtitle A – Promotion of Health Information Technology
Part 1 – Improving Health Care Quality, Safety, and Efficiency
Electronic health records (EHR): The HITECH Act sets meaningful use of inter-operable EHR adoption in the health care 
system as a national goal with incentives for EHR adoption.

Subtitle B – Testing of Health Information Technology

Subtitle C – Grants and Loans Funding

Subtitle D – Privacy
Part 1 – Improved Privacy Provisions and Security Provisions
The HITECH Act requires entities covered by the HIPAA to report data breaches, which affect 500 or more persons, to 
the United States Department of Health and Human Services. This subtitle extends the complete Privacy and Security 
Provisions of HIPAA to the business associates of covered entities. This includes the extension of updated civil and 
criminal penalties to the pertinent business associates. These changes are also required to be included in any business-
associate agreements among the covered entities.

Under the HITECH Act, the United States Department of Health and Human Services promotes and expands 
the adoption of health information technology, to create a nationwide network of electronic health records.



HIPAA Security Rule Technical Safeguard Standard 

HIPAA Security Rule Technical Safeguard Standard has four implementation specifications: 
 

Unique user identification

Emergency access procedure

Automatic logoff

Encryption and decryption

The first two are required; the last two are addressable. Addressable does not mean “optional.” 
Rather, an addressable implementation specification means that a covered entity must use 
reasonable and appropriate measures to meet the standard. 



HIPAA Security Rule Access Control
There are four commonly used approaches to controlling who has access to information and 
when access is available. A covered entity will choose one of the following approaches based on 
outcomes of the covered entity’s risk analysis.

Access Control List (ACL): The Security Official or designee (e.g., office manager or IT head) will
control a workforce member’s access to specific applications.

User Based Access Control (UBAC): The Security Official or designee will control a workforce
 member’s access based on the workforce member’s identity.

Role Based Access Control (RBAC): The Security Official or designee will control a workforce 
member’s access based on the workforce member’s work role.  For example, a workforce member 
with multiple job functions would be assigned multiple roles and access rights.

Context Based Access Control (CBAC): The Security Official or designee will enhance control of a
 workforce member’s access through context-based rights, such as restricting access to certain dates 

or times, or certain devices on the covered entity’s electronic information system or network.

Note: Our technical design, described later, combines UBAC and RBAC



Information resource: 

Consult the U.S. 
Department of Health 
and Human Services 
Website

 https://www.hhs.gov/hipaa/for-professionals/index.html
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HIPAA Security Series: 1

Part1: Security 101 for Covered Entities

Administrative Simplification
Who Must Comply?
Why Security?
The Privacy Rule and Security Rule Compared
Implementation Specifications
Overview of the Process
Flexible and Scalable Standards
Technology Neutral Standards
Security Standards
Resources
Security Standards Matrix

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”



HIPAA Security Series: 2

Part 2: Security Standards: Administrative Safeguards

What are Administrative Safeguards?

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

“administrative actions, and policies and procedures, to manage the selection, 
development, implementation, and maintenance of security measures to protect 
electronic protected health information and to manage the conduct of the covered 
entity’s workforce in relation to the protection of that information.”

The Importance of Risk Analysis and 
Risk Management
 1. Risk Analysis
 2. Risk Management
 3. Sanction Policy
 4. Information System Activity Review
Assigned Security Responsibility
Workforce Security
 1. Authorization and/or Supervision
 2. Workforce Clearance Procedure
 3. Termination Procedures
Information Access Management
 1. Isolating Clearinghouse Functions
 2. Access Authorization
 3. Access Establishment & Modification

Security awareness and Training
 1. Security Reminders
 2. Protection from Malicious Software
 3. Login Monitoring
 4. Password Management
Security Incident Procedures
     Response and reporting
Contingency Plan
 1. Data Backup Plan
 2. Disaster Recovery Plan
 3. Emergency Mode Operation Plan
 4. Testing and Revision Procedures
 5. Application and Data Critically Analysis
Business Associate Contracts



HIPAA Security Series: 3

Part 3: Security Standards: Physical Safeguards

What are Physical Safeguards?

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

Facility Access Controls
 1. Contingency Operations
 2. Facility Security Plan
 3. Access Control and Validation Procedures
 4. Maintenance Records

Workstation Use

Workstation Security

Device and Media Controls
 1. Disposal
 2. Media re-use
 3. Accountability
 4. Data Backup and Storage

“physical measures, policies, and procedures to protect a covered entity’s 
electronic information systems and related buildings and equipment, from 
natural and environmental hazards, and unauthorized intrusion.”



HIPAA Security Series: 4

Part 4: Security Standards: Technical Safeguards

What are Technical Safeguards?

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

Access Control: Implement technical policies and procedures for electronic information 
systems that allow access only to those persons that have been granted access rights.
 1. Unique User Identification
 2. Emergency Access Procedure
 3. Automatic Logoff
 4. Encryption and Decryption

Audit Controls: Implement hardware, software, and/or procedural mechanisms that record 
and examine activity in information systems

Integrity of Data: Implement policies and procedures to protect electronic protected health 
information from improper alteration or destruction.
 1. Mechanism to Authenticate ePHI

Person or Entity Authentication: Implement procedures to verify that a person or entity 
seeking access to electronic protected health information is the one claimed.

Transmission Security: Implement technical security measures to guard against 
unauthorized access
 1. Integrity Controls
 2. Encryption

“the technology and the policy and procedures for its use that protect electronic 
protected health information and control access to it.”



HIPAA Security Series: 5

Part 5: Security Standards: Organizational, Policies and 
Procedures and Documentation Requirements

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

Business Associate Contracts or Other Arrangements
 1. Business Associate Contracts
 2. Other Arrangements

Requirements for Group Health Plans

Policies and Procedures

Documentation
 1. Time Limit
 2. Availability
 3. Updates



HIPAA Security Series: 6

Part 6: Basics of Security Risk Analysis and Risk 
Management

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

Security Rule Requirements for Risk Analysis and Risk Management

Important Definitions to Understand
  VULNERABILITY
  THREAT
  RISK

Example Risk Analysis and Risk Management Steps

Example Risk Analysis Steps
 1. Identify the Scope of the Analysis
 2. Gather Data
 3. Identify and Document Potential Threats and Vulnerabilities
 4. Assess Current Security Measures
 5. Determine the Likelihood of Threat Occurrence
 6. Determine the Potential Impact of Threat Occurrence
 7. Determine the Level of Risk
 8. Identify Security Measures and Finalize Documentation

Example Risk Management Steps
 1. Develop and Implement a Risk Management Plan
 2. Implement Security Measures
 3. Evaluate and Maintain Security Measures



HIPAA Security Series: 7

Part 7: Security Standards: Implementation for the Small 
Provider

Guidance from the Centers for Medicare and Medicaid Services 
(CMS) regarding the HIPAA rule “Security Standards for the 
Protection of Electronic Protected Health Information”

Security Rule Overview 
for Small Providers

Using This Resource
The tables and sample 
questions provided  
relate to the 
Administrative, 
Technical and Physical 
Safeguard 
requirements from the 
Security Rule, and are 
relevant for small 
providers seeking to 
evaluate and/or 
establish ePHI security 
practices.



FTC: Peer to peer file sharing

Furthermore, all ePHI data stored on a device (network server, 
laptop, tablet, smartphone) must be held in an encrypted format, 
that will allow access to authorized personnel only

ALL software products and computer devices that communicate 
and manipulate electronic Protected Health Information (ePHI) 
must have data encryption between end points of the link

This means that a computer, laptop, tablet or smartphone that is 
connecting to a network or cloud server to retrieve patient 
information must maintain an encrypted data link between the 
device and the server

All application programs that provide access to ePHI will include 
data encryption 



HIPAA security 
alignment with 
NIST framework

The DHHS Office 
published a document that 
aligns the HIPAA security 
rules with the NIST 
Framework

The primary U.S. 
Government regulation for 
Critical Infrastructure 
Cybersecurity is the 
National Institute of 
Standards and 
Technology (NIST) 
Framework 



U.S. Department of Health and 
Human Services: Office for Civil 
Rights
Summary of the HIPAA Privacy Rule

Introduction
Statutory & Regulatory Background
Who is Covered by the Privacy Rule
Business Associates
What Information is Protected
General Principle for Uses and Disclosures
Permitted Uses and Disclosures
Authorized Uses and Disclosures
Limiting Uses and Disclosures to the Minimum Necessary
Notice and Other Individual Rights
Administrative Requirements
Organizational Options
Other Provisions: Personal Representatives and Minors
State Law
Enforcement and Penalties for Noncompliance
Compliance Dates
Copies of the Rule & Related Materials
End Notes
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Guidance on Risk Analysis 
Requirements

Guidance to assist organizations in identifying and 
implementing the most effective and appropriate 
administrative, physical, and technical safeguards to 
secure electronic protected health information (e-PHI).

Risk Analysis Requirements under the Security Rule
Important Definitions
 Vulnerability Threat
 Threat
 Risk
Elements of a Risk Analysis
 Scope of the Analysis
 Data Collection
 Identify and Document Potential Threats and Vulnerabilities
 Assess Current Security Measures
 Determine the Likelihood of Threat Occurrence
 Determine the Potential Impact of Threat Occurrence
 Determine the Level of Risk
 Finalize Documentation
 Periodic Review and Updates to the Risk Assessment



Security Risk Assessment Tool  
(HHS)
A Covered Entity can evaluate the risk of a data breach using a 
software tool that is provide by HHS

Acronym Index
1.Introduction
 1.1. Purpose
 1.2. Audience
 1.3. What is the SRA Tool?
 1.4. The Role of the SRA Tool in a Risk Assessment
 1.5. What the SRA Tool Is Not
2.Downloading the SRA Tool
 2.1. Downloading the SRA Tool (Windows version)
 2.2. Downloading the SRA Tool (iPad version)
3.Using the SRA Tool
 3.1. Creating and Updating Users
 3.2. Adding Information About Your Practice
 3.3. Adding Information about Business Associates
 3.4. Adding Information about IT Assets
 3.5. SRA Tool Login and Question Window
 3.6. Answering SRA Tool Questions
 3.7. Reporting
 3.8. Using the Navigator
 3.9. Exporting Data from the SRA Tool
 3.10. Importing Data into the SRA Tool
 3.11. Logging Out of the SRA Tool
4.Uninstalling the SRA Tool
Appendix A. Addressable and Required Specifications



BREACH PORTAL REQUIRED 
INFORMATION

After the occurrence of a data breach, a report must be filed 
immediately with the Department of Health and Human 
Services

Failure to do so can result in civil and criminal penalties



File the breach report using the HHS portal
 

View cases under investigation (public record)



Data source: Kays HarborTM Technologies, (c) 2017



Data source: Kays HarborTM Technologies, (c) 2017



Data source: Kays HarborTM Technologies, (c) 2017
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Cyber-attack!

A quick response checklist from the HHS

In the event of a cyber-attack or similar emergency 
an entity:

Must execute its response and mitigation procedures and 
contingency plans

Should report the crime to other law enforcement agencies

Should report all cyber threat indicators to federal and 
information-sharing and analysis organizations (ISAOs)

Must report the breach to OCR as soon as possible, but no 
later than 60 days after the discovery of a breach affecting 
500 or more individuals



Cyber-attack

Quick response infographic. Upon the occurrence of 
a cyber-attack, the following steps must be taken

Response and mitigation procedures, contingency
 plans

Report the crime to law enforcement (FBI)

Report the threat to federal agencies

Assess the data breach, and determine if ePHI has
 been compromised

Display the poster in a visible location so that staff 
are aware of the risks



Ransomware Fact Sheet

A recent U.S. Government interagency report indicates that, 
on average, there have been 4,000 daily ransomware 
attacks since early 2016 (a 300% increase over the 1,000 
daily ransomware attacks reported in 2015). Ransomware 
exploits human and technical weaknesses to gain access to 
an organization’s technical infrastructure in order to deny 
the organization access to its own data by encrypting that 
data. The hacker demands a ransom (usually in untraceable 
Bitcoin) to unlock the data.

Ransomware hackers have a preference to attack 
healthcare entities because:

Healthcare entities have less cybersecurity protection 
than other entities (e.g. banks)

Healthcare entities will pay the ransom quickly due to 
the extreme urgency to access the patient data 

Hackers can extort larger monetary values from 
healthcare entities compared with other segments due 
to the sensitive nature of the data



Mobile Devices and Remote 
Access

Guidance for the use of portable and mobile devices 
that access and store ePHI, the use of data storage 
media holding ePHI, and remote access to ePHI

Risk analysis and risk management drive policies
Policies require training
Addressing security incidents and non-compliance
Possible risk management strategies
Accessing ePHI
Storing ePHI
Transmitting ePHI
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Federal Register

Modifications to the HIPAA Privacy, Security, 
Enforcement, and Breach Notification Rules Under 
the Health Information Technology for Economic and 
Clinical Health Act and the Genetic Information 
Nondiscrimination Act; Other Modifications to the 
HIPAA Rules; Final Rule



HIPAA Administrative 
Simplification

PART 160—GENERAL ADMINISTRATIVE 
REQUIREMENTS

PART 162—ADMINISTRATIVE REQUIREMENTS

PART 164—SECURITY AND PRIVACY



Monthly Newsletter

U.S. Department of Health and Human 
Services (HHS)
Office for Civil Rights (OCR)

June 2017: File Sharing and Cloud Computing: 
What to Consider?
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Security Standards: Technical Safeguards

HIPAA Technical Safeguards are the most difficult section of the HIPAA regulations to implement

The regulations do not describe a Technical Safeguard methodology for implementation: strong
 technical knowledge is required to determine how the regulations can be implemented

Government regulation has directed all healthcare entities to store patient information in 
electronic format to improve communications between entities, reduce errors and cut costs

However the regulation provides only limited guidance to ensure that electronic protected health
 information is kept safe 

Regulation requires that access to electronic protected information is restricted to only those 
people who are authorized

The regulations describe rules, but do not describe how the ePHI access control should be
 implemented

The government imposes strict penalties for entities when a data breach has occurred

Penalties are higher when the entity is not in compliance, and no attempt was made to implement
technical safeguards



Security risks

When health records are stored on paper then physical access to archives is required, making 
protection of medical records easy, using a locked door

When health records are stored in the form of electronic Protected Health Information (e-PHI) 
then the risk of unauthorized access is much greater, with access through a number of different 
pathways:

Information stored electronically is accessed through a computer network where the computer network can
give a path of access to any non-authorized person if the path of access is not protected or that person has
the necessary technical skills to gain access

When e-PHI has poorly implemented access control then it can be easily circumvented by a non-
authorized person with technical skills

Theft of an authorized persons credentials, which permits a non-authorized person to have access to e-PHI

Discovery of a network path to e-PHI that does not have access control

Loss or theft of portable devices that store ePHI



Hacking Risks

Computer hacking has become an epidemic

Inc.com estimates that hackers cost US companies $400B/year in 2015

US Government estimates up to 4000 ransomware attacks per day in 2016

Healthcare entities are extremely vulnerable to ransom and theft of patient medical information

Hackers have had great success with ransom extortion, with the threat of information disclosure

The hacker has several paths to access the electronic protected health information stored on 
protected servers

Via the Internet public network, hacking into the protected network via the Internet router 

Via the staff network, installing a Trojan onto a staff computer via deception

Hacking into the encrypted wireless network, then capturing logon information



Building a Secure Technical Environment

Highly skilled IT and network staff are required to build secure computer systems and networks 
that safeguard information and  comply with HIPAA requirements

Only larger healthcare IT environments have the infrastructure to support highly skilled technical staff
 (hospital groups, insurance companies, etc.)

The only path available to most smaller (practitioner) and medium size (clinic, small hospital) 
healthcare environments is to contract with a specialist networking company

With current technical solutions, the cost can be in the $10K's to $100K’s for the design and 
Installation of a secure technical environment, plus the cost of on-going support and maintenance 
fees



Technology Solutions

Government regulation stipulates that entities holding e-PHI must control access to the 
information

However there are limited technology options to implement access control, and the solutions that are
 available are very expensive

There is a lack of published information about the design of healthcare computer systems that 
will protect patient information

The information published by Cisco, the largest network vendor, has an implementation cost in 
Excess of $100K

Network access control products are available from several vendors, however few completely 
implement the full HIPAA Security Rule requirements

The solutions have to be emended using or or more additional pieces of equipment to meet the full
 HIPAA requirements specifications, which requires additional staff skills
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HIPAA Security Rule: Access Control Requirements Summary

Authorized users are permitted to have access only to that specific e-PHI for which they are 
authorized

Authorized users must be obliged to use strong passwords to access e-PHI 

Authorized user passwords must be forced to change frequently

Any authorized user who has not interacted with e-PHI for a period of time must be ‘logged off’

Emergency access to e-PHI must be provided, with the system manager alerted each time that 
the emergency access is used

All accesses to e-PHI must be logged in an encrypted format and the log maintained for an 
extended period. The log will be required in the event of an e-PHI data breach to provide support 
for forensic experts who may identify the source of the data breach



Assumptions about e-PHI Storage and Access Control

e-PHI is stored on one or more local network connected devices (server computers) that can be 
accessed using personal computers, tablets and smart phones by authorized users only 

e-PHI is stored on one or more remote Internet connected devices (cloud servers) that can be 
accessed using personal computers, tablets and smart phones by authorized users only

Each authorized user has access restricted to the e-PHI permitted for that user: User Based and 
Role Based access control (UBAC and RBAC)

Authorized medical devices can be permitted to directly access e-PHI for data storage and 
retrieval

Non-authorized personnel and non-authorized devices must be completely blocked from access 
to any e-PHI local or cloud storage device



Identity and Access Management

Overview
The principal requirement of the HIPAA Security Rule safeguards is the identity management of authorized 
users, and access controls of users/devices/systems to e-PHI using authentication, authorization, accounting 
(AAA) principles

Strong authorized user identity management and access control is critical for warranting an assessment of 
low risk under a covered entity’s risk management program 

Effective identity and access management is critical to a covered entity’s ability to meet the HIPAA Disclosure 
Accounting Rule

Identity management
An identity record is maintained for each authorized user and authorized device, for the purpose of 
authentication, authorization and accounting 

Access management
Authorized staff are permitted to access only the specific e-PHI servers for which they are authorized

Non-authorized individuals are blocked from accessing e-PHI servers



Logging, Auditing, and Monitoring

Overview

Logging, auditing, and monitoring are critical to a covered entity’s ability to meet Accounting 
Rule 164.528

Logging, auditing, and monitoring is essential help identify when a compromise has occurred 
that may lead to a breach notification

Logging, Auditing, and Monitoring

Logging, auditing, and monitoring of access to e-PHI by authorized users and systems is a 
critical requirement of the HIPAA Security rule 

Application, database and device access logging is important to effectively support a covered 
entity or business associate’s breach management strategy and is an important support for 
auditing 

Real-time intrusion detection and protective response is desired for the identification of any 
attempted non-authorized access before it becomes a data breach 



e-PHI Data and Access Control Encryption

Overview

HIPAA Safeguard 164.312(a)(1)(2)(iv) Encryption and Decryption states that the ability to encrypt 
and decrypt e-PHI is essential to prevent unwanted exposure of e-PHI data. 

e-PHI encryption is end-to-end: data is encrypted between the e-PHI database and the 
application (app) on the authorized users computer device

Login connection between the authorized user computer and the e-PHI access controller is 
encrypted to prevent capture of passwords

Logged information of e-PHI accesses by authorized users is stored in an encrypted format to 
prevent unauthorized access



e-PHI Data Isolation through Computer Network Segmentation

Overview
Covered entities that can effectively isolate e-PHI from other data are most effective at maintaining

 control over secure information.

Administrative functions and clinical data should be isolated through network segmentation in order 
to limit the scope and depth of security controls that are applied to various forms of data

Segmenting clinical information from administrative information makes it possible to apply 
appropriate controls to effectively secure the protected information base

Enterprise networks are segmented by separating e-PHI onto its own IP address space as a 
protected subnet

Segregating data within a covered entity via segmentation permits the network to support HIPAA 
Security Rule safeguards, minimizing risks to e-PHI and critical medical systems

Network segmentation can also improve the speed of e-PHI data access by eliminating data 
traffic that is not related to e-PHI access
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Technical Solutions that Implement the HIPAA Security Rule, 
Either Partially or Completely

A number of manufacturers and integration companies offer technical solutions that implement 
the HIPAA security rule, either partially or completely. The following pages present a sample list 
of manufacturers and providers, as follows:

   Cisco
   Amazon
   Bradford
   Brocade
   Forescout
   Fortinet
   Hexis
   Juniper
   Fortrix
   Tyco
   Medipriv



Cisco

Cisco has developed an industry reference 
design that implements the HIPAA Security 
Rule

This design has been implemented in many 
larger healthcare environments with success

The Cisco design is the reference to which 
other solutions are compared



Cisco 

The Cisco standard design is published as 
a very comprehensive document of 938 
pages, which indicates the complexity of 
the solution

Implementation requires highly qualified 
personnel and can cost $100,000's +

The Cisco HIPAA Security Rule 
implementation design is considered to be 
a standard of excellence due to the level 
of integration and reliability 



Amazon

Amazon offers a cloud data storage service that is 
compliant with the HIPAA Security Rule

Healthcare applications must implement all data 
storage in the Amazon cloud

The Amazon cloud storage does not implement the 
security rule for ePHI data stored at the covered 
entity site (e.g. X-ray database, MRI scanner 
database),  therefore a second solution is required to 
implement the Security Rule for data stored at the 
entity site 



Bradford Networks

Bradford Networks manufactures products that 
implement access control 



Brocade

Brocade offers products as part of a partnership 
that implement network access control



Forescout

Forescout offers a technical solution that will 
implement the HIPAA Security Rule



Fortinet

Fortinet manufactures network access control 
products that can be used to implement the HIPAA 
Security Rule



Hexis

Hexis offers a solution that controls access to 
healthcare information



Juniper

Juniper manufactures access control products that 
implement data access control



Fortrex

Fortrex offers a solution that implements the 
HIPAA Security Rule



Tyco

Tyco in an integrator that implements healthcare 
security solutions using products manufactured by 
other companies



Medipriv

Medipriv (Medical Privacy Systems) 
has developed a family of products that 
implement the HIPAA Security Rule

Medipriv have been designed as a low 
cost solution for smaller medical offices 
and clinics, where other solutions 
exceed budget limitations

Medipriv products have been designed 
to be installed by IT staff (or an 
outsourced IT provider) who need not 
have specialist network skills (e.g. 
Cisco certification) 



HIPAA Security Rule: Implementation Decision Process

The choice of the technical solution is determined by seven factors:

Compliant with the HIPAA Security Rule

Meets reliability requirements

Meets cost requirements

Meets performance requirements

Budget availability

Time required to implement ensuring ePHI access during the transition

Availability of skilled personnel for deployment and staff training
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Medipriv Implementation of e-PHI access control to meet the 
HIPAA Security Rule Requirements

Medipriv has developed a network access control product that can be deployed as part of the 
healthcare entity technology infrastructure, that:

Meets HIPAA Security Rule compliance requirements

Economical compared with alternative solutions

Can be installed by a technician with IT skills: advanced networking skills are not required

Medipriv has a full range of access control products, each with a price/performance level

Meeting the requirements of a single practitioner, clinic, or hospital

Medipriv has a cloud-based management, support and maintenance tool that permits IT staff or 
an outsourced IT service firm to support the healthcare entity

Medipriv provides a product support service for IT staff to ensure operational continuity

Medipriv design and implementation methodology is described in the following pages



User Based Access Control (UBAC): Authorized user profile

The authorized user profile is a database stored on the access controller

The profile is backed up daily, for redundancy and security

The authorized user profile is encrypted to prevent unauthorized access

The encryption key is held by the system administrator

The authorized user profile can be created and updated via the access controller 
administrators console



User Based Access Control (UBAC): Authorized user profile entries

Name of user 
Emergency contact information: email, mobile phone 
Checkbox indication that the user is authorized to access e-PHI
Position or the user in the organization, numerical identification (employee number, SSN, etc)
Username and password, with frequency of password change
Emergency login credentials, date of birth, user supplied question/answer
List role-based groups of e-PHI servers that the user is permitted to access

Select from a drop down menu of role-based groups
Each user can be associated with multiple role-based groups

ID’s (fingerprints) of approved devices to be used
MAC address + device type (optional) + operating system version (optional) + browser type (optional)
Multiple devices can be associated with each user

Log of user authorized network accesses 
Date/time of login and logout, reason for logout, user logout or forced logout
Server IP addresses accessed during the session
Log of DNS requests with URL sent and IP returned
Log of emergency accesses with username, date/time/duration and reason
No password match, no device ID match flags



Role Based Access Control (RBAC): group records

Creation and management of role based groups, an association of ePHI databases (server IP 
addresses) associated with a specific role within the healthcare organization

e-PHI server IP’s are selected from the e-PHI server list when configuring the server access 
permissions of each role-based group

List of all local e-PHI servers
Server IP address
Description of e-PHI on the server

List of all remote (cloud based) e-PHI servers
Server IP address
Description of e-PHI on the server



Administrator account and authorized user account creation procedure

Create an administrator account, providing authentication parameters and modes
Configure network parameters (subnets, etc) as required for the network implementation

The administrator will create role-based access control groups, defined by the entity 
organization 

The administrator will add the e-PHI server IP’s to each role-based access control group 
IP addresses and descriptions of local e-PHI servers in the protected LAN
IP addresses and descriptions of remote e-PHI servers in one or more clouds

The administrator will add authorized users to the authorized user data base in the following 
sequence

Enter the authorized user personal information (name, position, employee number etc.)
Associate the role-based access control groups that the authorized user is permitted to access, from

 the drop-down list
Create a username and password for the authorized user (a password change will be requested on 
the first login), give to the authorized user



Authorized user login procedure

Authorized and non-authorized users can access any server/website IP that is not on the e-PHI 
server list of IP’s

When any user attempts to access an IP address that is on the e-PHI server list then that user is 
presented with a login page requesting username and password credentials

An authorized user will provide login credentials that, once authorized, will allow that user to 
communicate with any of the e-PHI servers on that users role-based access control group list 

If the authorized user attempts to access an e-PHI server that has an IP address which is not 
included in that users authorized list then that user is shown a login screen with the message 
“not authorized”

When the authorized user accesses an authorized e-PHI server then the browser based 
software application will request login credentials for that specific e-PHI data

Therefore, the authorized user will ‘login’ twice for any e-PHI access



Authorized user credentials 1

Each authorized user must provide a username and a strong password to access any of the e-
PHI servers

Optionally the user computer device will be verified and approved (2-factor authentication)

Each e-PHI web based server software will also request user credentials when accessed by a 
Software application on the users computer

The access controller must apply a strong security layer because

The healthcare entity often relies on third-party (software companies) strength of access control to a
 specific e-PHI database, therefore having access control with known characteristics is beneficial



Authorized user credentials 2

The access controller password has three important characteristics to comply with the HIPAA 
Security Rules

The authorized user must be forced to use a strong password, minimum length, special characters, 
etc (options can be selected by the administrator)

The authorized user must be forced to change the password frequently, the period before change 
can be selected by the administrator

The authorized user must be logged off after a period of inactivity, the period is set by the 
administrator

The access controller must provide emergency access for any authorized user

Emergency access is made with the users surname, date of birth and the answer to a question 
provided by the user

Any emergency access is logged and the administrator is informed immediately, the
 administrator is responsible to contact the authorized user and understand why the proper login
 credentials were not used



Authorized user credentials 3

The authorized user profile has information that identifies the device(s) being used to access the 
e-PHI

Optional parameter selected by the administrator

Each authorized user may have several different devices that are used to access e-PHI

Devices can be shared between users

Each device must be identified by specific device characteristics 
Device MAC address (optional, selected by the administrator) 
Type of device (optional, selected by the administrator)
Device operating system type/ version (optional, selected by the administrator)
Device browser type (optional, selected by the administrator)

An authorized user can access e-PHI only when
Correct login credentials are provided
The authorized user is using an authorized device (optional, selected by the administrator)



Logging, Auditing, and Monitoring 1

HIPAA requires that a log is kept of all accesses to ePHI. In the event of a data breach this log 
will be used by forensic experts to identify the source of the data breach

Monitor the data communications of all staff and contractors of the covered entity and identify 
when any attempt is made to access a server or cloud based storage that contains e-PHI

Logs are kept of access to Cloud based storage however HIPAA compliant cloud providers have 
to limit access only to authorized users and maintain a log of accesses

To ensure that the covered entity is compliant, it may have to demonstrate that it has 
implemented access control for cloud storage as the HIPAA compliance status of the cloud storage 
may change with time



Logging, Auditing, and Monitoring 2

User access data logs are held on storage internal to the access controller, with a backup 
mechanism to external storage

Records of user accesses are encrypted, with access only by the administrator using a key

The user log records must be made available when a data breach occurs as specialists must 
perform a forensic analysis of the data

The covered entity (hospital, etc) MUST report any data breach immediately, and at the earliest 
possible date provide data for forensic analysis, permitting identification of how and when the data
breach occurred



Logging, Auditing, and Monitoring 3

HIPAA requires that an unauthorized attempt to access e-PHI should be logged and the 
administrator should be notified immediately

Attempts to access e-PHI can take one or more of the following forms

Repeated attempts to find a password for a specific username 
Any MAC/IP that attempts logins with combinations of usernames/passwords
Any repeated access attempt from a device which is not listed as an approved device in the 
approved user database 

What is logged in the event of an attempted unsuccessful access

The MAC and IP address of the attempting device
Time(s) and date(s) of occurrences
List what type of attempt(s) was being made

All of the above listed attempts are notified to the administrator via email



Steps to implement the technology infrastructure for HIPAA 
Security Rule deployment

Modify the local area network (LAN) design following the segmentation rules (see following 
pages) so that all servers containing e-PHI are connected to a protected isolated segment

Separate e-PHI databases that have a different set of authorized users, databases must be 
identified by unique IP addresses

Ensure that both authorized and non-authorized users are contained within the user network 
segment, this includes both wired and wireless devices

Create the Access Controller administrator account that will be used to log usage and send 
email messages regarding abnormalities such as attempted accesses from non-authorized 
users

Create the Access Controller authorized user database, specifying for each authorized user 
which e-PHI servers that each authorized user is permitted to access (using IP addresses)

Install the Access Controller between the user segment, and the e-PHI server (protected) 
segment



Network Segmentation Rules

Segmentation requires that all e-PHI servers be located in one isolated subnet

e-PHI databases that have different authorized users must be located with unique IP addresses 
in order to implement the access control methodology

The access controller routes authorized accesses to the appropriate local server(s) containing 
the e-PHI being requested

The access controller routes authorized accesses to remote cloud servers 

Remote access to both local and cloud servers is made using a VPN to an end point server 
connected to the user local area network segment



Segmented Network Architecture
The secure network segment containing e-PHI servers is connected directly to the firewalled 
Internet router to permit a server application to have access to a remote server if necessary

The firewalled Internet router must block all incoming traffic, with the exception of a VPN service 
for remote users

Medical equipment which accesses e-PHI servers is connected directly to the secure network 
segment 

The remote access VPN gateway is connected to the user network segment, so that remote 
VPN users have to pass through access control

The user segment is connected to the secure segment through the access controller

All authorized and non-authorized user computers are connected to the user segment wired and 
wirelessly

Public Internet access (patients and visitors) is a separate network segment managed by the 
Internet access controller 

The administrator connection to the access controller is a security weak point: the administrator 
can connect out-of-band (isolated network connection) or can manage via the Cloud 



Network Segmentation

Three network segments are 
required by the healthcare 
entity, each with a firewall to 
control access:

Secure segment containing ePHI 
servers

Staff computer segment, desktop 
and laptop computers, tablets 
and smartphones

 Public network for patients and 
visitors providing Internet access

Firewall blocks inbound 
access from the Internet

Staff users can access 
the Internet, however 
ePHI servers can be 
accessed only with 

authorization 

Healthcare IT Environment: Network Segmentation

INTERNET

Router with 
inbound firewall 
to prevent 
intrusionMedical

equipment

SECURE NETWORK
SEGMENT WITH E-PHI 
Electronic Protected 
Health Information

STAFF USER 
NETWORK SEGMENT
Wired and wireless
Computers, tablets,

Smartphones

PUBLIC 
NETWORK SEGMENT

WiFi Hotspot for
Patients and visitors

Firewall allows 
Internet access but 
blocks attempted 

access to staff 
computers and 
ePHI servers 



Segmented Network 
Architecture

Inbound router/firewall blocks 
access to ePHI via the Internet

Access controller allows access 
to ePHI only from authorized 
users

Remote authorized users must 
access ePHI via the access 
controller

Public WiFi must have a firewall 
to prevent ePHI access by public 
users

Medipriv access 
controller

Controls access to 
servers in the 

SECURE NETWORK
SEGMENT WITH E-PHI 

Segmented Network Architecture with Access Control
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Remote 
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Controls Internet 
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blocks access to 
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Segmented Network 
Design
Staff computers have access 
to non-ePHI network services 
and to the Internet, however 
authentication is required to 
access ePHI servers, both 
locally and in the cloud via 
VPN 

Remote access is via VPN to 
the staff network and requires 
authentication to access ePHI

If possible the administrator 
connection to the access 
controller should be 'out-of-
band' (not accessible via the 
staff network) for security

INTERNET

e-PHI 
Cloud 

Storage

VPN 
Virtual 
Private 
Network

Access Control Segmented Network Design

Remote access 
users via VPN

Fiber

Router with 
inbound firewall to 
prevent intrusion

Covered Entity User
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Out of band 
management

Wired 
Computers

Staff Wireless 
mobile devices
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Staff Encrypted
Wireless network
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Entity
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servers for 

admin functions
Email Etc.

Medical
equipment

Client isolation via 
the DHCP service

SEGMENT 1: e-PHI SEGMENT 2: Authorized and non-authorized staff users

SECURE
NETWORK

SEGMENT DMZ
E-PHI Electronic 
Protected Health 

Information

Medipriv access control



Patient and Visitor WiFi

The public WiFi network is a 
possible point of access to 
ePHI that a hacker will 
attempt to exploit

Patients and visitors using the 
public WiFi get routed to the 
Internet

Any attempt to access the 
entity computer network or 
ePHI data servers is blocked 
by the firewall

INTERNET Router with 
inbound firewall to 
prevent intrusion

Covered Entity
Computer Network is 

isolated from the 
public Internet 

network

Wired 
Computers

Staff Wireless 
mobile devices

Staff Encrypted
Wireless network

Medipriv Internet WiFi Gateway
blocks public access to the 
staff and ePHI computers

Patient and Visitor
Wireless mobile 

devices

PUBLIC 
SUB-NETWORK

WiFi Hotspot

Public open 
Wireless network

local storage 
servers for 

admin 
functions
Email Etc. Client isolation VLAN 

Public WiFiStaff users

The Internet Hotspot Gateway firewall blocks any public Hotspot 
user who attempts to access the staff network computers

Switch

Patient and Visitor WiFI Access Control Design

Optional Internet backup circuit



Secure Cloud Management

Security of the access controller is very important and two methods of management are 
available to minimize tampering

Out of band administrator access, a secondary isolated network used for device management

Administration via an encrypted cloud management connection

Medipriv Secure Cloud Management



Medipriv Cloud management features

Remote monitoring and management for one or many access controllers

Manage access controllers individually, or in groups

Performance stats for individual access controllers and for groups

Access controller failure monitoring

Central authentication for individual access controllers and for groups of access controllers

The ideal tool for IT firms who provide managed services for healthcare entities
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Security Strengths and Weaknesses

Hackers use several methods to attempt access of ePHI data, the two most common are:

Via the Internet: hack through the router/firewall to get access to the servers, then hack into the 
servers to get access to the data, finally encrypt the database to extort a ransom 

Difficulty is high

Plant a 'Trojan' software onto a users computer by sending an email with a link, clicking the link 
installs the Trojan, the Trojan then lets the hacker take control of the computer. The hacker waits 
until the user authenticates access to the ePHI, then attempts to access the server to encrypt 
the data and extort a ransom

Difficulty is low if the computer has outdated operating software and the user is unaware of the risk 
(as in the case of the recent ransomware attack on the UK NHS service that used a security flaw in

 Windows XP)

Difficulty is high if (i) the computer has the latest operating software, (ii) the computer has anti-virus
 software installed, (iii) the entity has email virus/trojan detection, and (iv) the user is aware of the risk



SINGLE-FACTOR AUTHENTICATION: Recommended by HIPAA

The implementation of the HIPAA technical safeguards will provide a degree of security that will 
make access to ePHI difficult, but it will not stop determined malicious attacks 

Hackers have discovered that healthcare entities are easy targets, due to the lack of security 
and sensitivity of the data, and the entities are willing to pay big ransom demands quickly, using 
untraceable bitcoin 

HIPAA authentication requires SINGLE FACTOR AUTHENTICATION, however HIPPA specifies 
two important parameters that will strengthen the authentication method:

Strong password, however HIPAA does not specify minimum character length, minimum letter caps 
and lower case, minimum numeric, and minimum non-alphanumeric. This is the decision of the 
IT manager 

Frequent password changes, however HIPAA does not specify the period, can be 30/60/90 days

Data security can be improved with MULTI-FACTOR authentication, methods are described on 
the following pages



TWO-FACTOR AUTHENTICATION: Device Verification

In addition to a strong password, 2-factor authentication requires the identification of a 
previously approved computer/tablet/smartphone for that user to gain access to ePHI 

Identification is made using a number of parameters: MAC address + OS type + browser type 
etc. 

Device authentication can ensure that only computers with the latest OS, and with the latest 
security patches can access ePHI. 

For example, this method would have prevented the recent ransom-ware attack in the UK NHS 
healthcare system, which occurred because users had Windows XP computers with security 
vulnerabilities that were exploited



THREE-FACTOR AUTHENTICATION: OTP

In addition to the previous two factors, one-time password (OTP) authentication can be used

OTP is used by many banks (we safeguard our money better than our patients information)

Usually a smartphone app provides a pass code (4 to 6 numerical digits) that is valid for only a 
short period of time (1 minute) and has to been entered after the users password

The pass code can also be provided by a special credit card type of device with a numerical 
display

Three factor authentication improves security of data and reduces the probability of hacking, 
however it does not protect against the ‘trojan horse’ attack. With this method the hacker sends  
emails with links to the entity staff, if the user clicks on the link then software is installed that 
gives the hacker remote access to the computer. When the user logs in to the network using 3-
factor authentication the hacker can start hacking the servers via the logged in computer

It is very important that any device connecting to the network has anti-virus software to minimize 
a Trojan being installed if the user clicks on the hackers link



FOUR-FACTOR AUTHENTICATION: Profiling

The Profiling authentication method is used by technology companies, like Google

The Profiling authentication method monitors the users constantly while the user is logged in to 
the network

A record is stored of all the types of data access made by the user, the longer the user is 
connected then the access information becomes more reliable

If the user deviates from the normal routine then that user is flagged and optionally the user can 
be blocked from the network

The deviation will occur when a hacker is using a Trojan installed on the users computer to 
access servers that are not normally accessed by the user. The hacker will attempt to gain 
access to the server, and subsequently encrypt the database to demand a ransom to unlock the 
data
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Summary

Consultants who assess HIPAA Security Rule compliance for healthcare entities state that a 
significant percentage of entities are not compliant with the HIPAA Security Rule

Implementation of the Security Rule is technically challenging and few specialists are available 
to implement a solution that covers all aspects of the Rule

The cost of non-compliance is very high in the event of a data breach, much higher than the cost 
of implementing the Security Rule

Civil and criminal penalties
Patient litigation
Payment of ransom

Healthcare entities are especially targeted by hackers seeking to extort money, principally 
through ransomware attacks

Healthcare entities in general have poor data security so are easy to hack
Unavailability of data will pressure the entity to pay quickly due to urgency



Further 
Reading

See section 22, page 331
Building a HIPAA-Compliant 

Technology Infrastructure



Please visit our booth: A.T81

Medical Privacy Systems   
Part of the Fire4 Systems Inc. Group 
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